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Abstract

Digital open source information — including the videos and photographs that people

post to social media and other publicly accessible platforms — is increasingly valued

as a critical source of evidence. While investigators have repeatedly established the

value of open source information for researching a range of crimes, there is a subset

of crimes that investigators have struggled to address with digital open sources —

namely, sexual violence. In this article, we report on findings pulled from our inter-

views with international investigators and gender experts with regards to the per-

ceived strengths and weaknesses of integrating digital open source information into

international criminal investigations of sexual violence. More specifically, we elabor-

ate on three insights into how open source investigations may be refined to better

respect and protect the interests of survivors: by considering contextual issues related

to ethics, power, and privilege, including the identity of the investigator and of the

victims; by integrating a gender analysis and an intersectional analysis into online

investigation planning; and by being thoughtful about consent, privacy, trauma and

control — including who determines what happens with open source information and

how such information is used in courts. We conclude with a discussion of what is

needed to strengthen the efficacy and ethics of sexual violence investigations through

the use of digital open sources.
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1. Introduction

It’s 2014. The video opens onto a colourful scene in Kenya. Blurred footage

obscures a woman being grabbed, her clothes ripped from her body as she’s

assaulted by a pack of men who accuse her of ‘indecent dressing’. The video

quickly makes its way to YouTube, then to Twitter, sparking outrage and

igniting the hashtag #mydressmychoice. Donning purple ribbons, both women

and men –– many of them students –– take to the street to protest the attack.

Soon after, the director of public prosecutions orders a criminal investigation.

Three years later, based on evidence that includes the video, the defendants

are sentenced to death.1

Digital open source information — including videos and photographs that

people post to social media and other publicly accessible platforms — is in-

creasingly valued as a critical source of evidence for investigations of atrocities

and other crimes.2 While investigators have repeatedly established the value of

open source information for researching a range of atrocities, including the

illegal targeting and destruction of hospitals,3 chemical weapons attacks4 and

extrajudicial killings,5 there is a subset of crimes that investigators have

struggled to systematically address with digital open sources — including sex-

ual violence.

While, on one hand, digital open source information related to mass rapes

and other forms of sexual violence may provide critical corroboration of sur-

vivor and witness testimony, physical evidence and closed source documentary

1 See ‘A Lady Stripped Naked and Sexually Assaulted by Matatu Operators’, KTN News Kenya

(YouTube), 14 November 2014, available online at https://www.youtube.com/

watch?v¼MbqHO2l5Bec (visited 8 February 2021). The three defendants were sentenced on

17 July 2017 in Nairobi’s Magistrate Court. See also T. Anthony, ‘Githurai Matatu Driver, Tout

Sentenced to Death for Stripping Woman (video)’, Jamhuri News, 19 July 2017; R. Ombuor, ‘3

Kenya Men get Death Sentence for Sexually Assaulting Woman’, VOA, 21 July 2017; ‘Kenyans

Protest Attacks Against Women Over “Skimpy” Clothing’, VOA, 17 November 2014.

2 See e.g. B. Van Schaack, Imagining Justice for Syria (Oxford University Press, 2020); UC Berkeley

Human Rights Center and Office of the High Commissioner of Human Rights (OHCHR), Berkeley

Protocol on Digital Open Source Investigations: A Practical Guide on the Effective Use of Digital Open

Source Information in Investigating Violations of International Criminal, Human Rights and

Humanitarian Law (2020), available online at https://www.ohchr.org/Documents/

Publications/OHCHR_BerkeleyProtocol.pdf (visited 8 February 2021), at vi–vii (hereafter

‘Berkeley Protocol’).

3 See e.g. R. Koteiche, ‘Destroying Hospitals to Win the War’, Blog of the Physicians for Human

Rights, 21 May 2019, available online at https://phr.org/our-work/resources/syria-destroying-

hospitals-to-win-the-war/ (visited 7 December 2020).

4 See e.g. Human Rights Center, ‘Chemical Weapons Attack in Eastern Ghouta, Syria’, 7 October

2020, available online at https://storymaps.arcgis.com/stories/56c19f1dbcbb4054b524cacc5-

f6a9fa5 (visited 7 December 2020). This provides a visual summary of an open source inves-

tigation used to support a case filed in Germany against the Syrian regime.

5 See e.g. Warrant of Arrest, Al-Werfalli (ICC-01/11-01/17), Pre-Trial Chamber I, 15 August

2017 and 4 July 2018.
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information, a number of challenges specific to such cases have raised con-

cerns among investigators.6 This includes additional and heightened ethical

challenges given the often-sensitive nature of the crimes, gendered access to

and use of online platforms, the likelihood that not only the perpetrator but the

victim may be stigmatized by the crimes, and the often-coded language used by

sexual violence survivors, given those cultural stigmas.

In Section 1 of this article, we introduce the results of an ongoing study into

international investigators’ experiences with researching sexual violence, and

the perceived strengths and weaknesses of integrating digital open source in-

formation into their investigations.7 In Section 2, we provide additional context

and pose the question: ‘What are the challenges and opportunities for using

digital open source information to strengthen international investigations of

sexual violence?’ In Section 3, we outline our findings regarding how open

source investigations may be refined to better respect and protect the interests

of sexual violence survivors. This includes considering contextual issues related

to ethics, power and privilege, including the identity of the investigator and of

the victims; by integrating a gender analysis and an intersectional analysis into

online investigation planning; and by being thoughtful about consent, privacy,

trauma and control — including who determines what happens with open

source information, and how such information is used in courts. In Section 4,

we discuss what is needed to strengthen this area of practice, including what

our findings suggest for how international investigators can strengthen the

efficacy and ethics of sexual violence investigations.

2. Background

International criminal investigators are increasingly integrating digital open

source information into their workflows.8 This is evidenced in everything

from a heightened emphasis on such information in the International

Criminal Court’s (ICC’s) Office of the Prosecutor’s most recent strategic plans,9

to the increased use of digital open source information in ICC cases,10 to the

6 There are evidential rules removing the requirement for corroborating evidence of sexual crimes

in international criminal procedure. However, such evidence can strengthen a case.

Furthermore, investigators should develop an understanding of all components of relevant

national and international law, including corroboration, which may be required under relevant

national laws.

7 The larger study being run by one of the authors, Ulic Egan, is a sociolegal intersectional

analysis of the role of technology in the investigation of conflict-related SGBV. The study will

comprise his doctoral dissertation at Swansea University.

8 See e.g. S. Dubberley, A. Koenig and D. Murray (eds), Digital Witness: Using Open Source

Information for Human Rights Investigation, Documentation, and Accountability (Oxford

University Press, 2020).

9 International Criminal Court (ICC) Office of the Prosecutor (OTP), Strategic Plan 2019-2022, 17

July 2019; ICC OTP, Strategic Plan 2016-2018, 16 November 2015.

10 See e.g. Judgment and Sentence, Al Mahdi (ICC-01/12-01/15), Trial Chamber VIII, 27

September 2016 and Judgment on the appeal of the victims against the ‘Reparations Order’,

Al Mahdi (ICC-01/12-01/15), Appeals Chamber, 20 March 2018; Warrant of Arrest, Al-Werfalli
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use of digital information in national war crimes cases,11 to the development of

new resources for the legal investigations community. This includes WITNESS’

video as evidence guide12 and the recently launched Berkeley Protocol on

Digital Open Source Investigations,13 both of which are designed to empower

frontline documenters to more effectively produce, capture, analyse and pre-

sent digital information for courts.

But as such methods have become more common, academics, critics and

investigators themselves have increasingly questioned the utility of digital open

source information for fact-finding and analysis related to frequently stigma-

tized crimes, including sexual violence. Such crimes, for example, may not

have as obvious an online presence as more ‘visible’ crimes,14 and raise nu-

merous ethical concerns, both in terms of how they are investigated, and how

that information is used.15

Practitioners have often indicated that ‘rape, amongst other crimes of a

sexual nature, is a disproportionately difficult offence to investigate’.16

Several relatively recent resources seek to provide guidance on documenting

and investigating such crimes, in order to help mitigate any perceived or ac-

tual disadvantage, and improve ethical interaction with survivors as well as

ethical handling of the information they share. Designed for a variety of po-

tential users who may investigate sexual violence as an international crime —

including international, national, and human rights investigators — such

guides include the Second Edition of the International Protocol on the

(ICC-01/11-01/17), Pre-Trial Chamber I, 15 August 2017 and Second Warrant of Arrest, Al-

Werfalli (ICC-01/11-01/17), Pre-Trial Chamber I, 4 July 2018. For a detailed examination of

the use of open source evidence at the ICC, see L. Freeman, ‘Digital Evidence and War Crimes

Prosecutions: The Impact of Digital Technologies on International Criminal Investigations and

Trials’, 41 Fordham International Law Journal (2018) 283; see also L. Freeman, ‘Prosecuting

Atrocity Crimes with Open Source Evidence: Lessons from the International Criminal Court’, in

Dubberley et al. (eds), supra note 8, at 48.

11 See Human Rights Watch, ‘Video Unavailable’: Social Media Platforms Remove Evidence of War

Crimes (2020), available online at https://www.hrw.org/report/2020/09/10/video-unavailable/

social-media-platforms-remove-evidence-war-crimes# (visited 7 December 2020) (noting ten

cases in which social media content was used to convict people for war crimes in Iraq and

Syria).

12 WITNESS, Video as Evidence Field Guide, available online at https://vae.witness.org/video-as-

evidence-field-guide/ (visited 7 December 2020).

13 Berkeley Protocol, supra note 2.

14 See R. Hamilton, ‘The Hidden Danger of User-Generated Evidence for International Criminal

Justice’, Just Security, 23 January 2019, available online at https://www.justsecurity.org/

62339/hidden-danger-user-generated-evidence-international-criminal-justice/ (visited 8

February 2021).

15 See e.g. C. Chang and K. Nambiar, ‘Survivors, Hashtags, and Justice: The Ethics of Investigating

Sexual Violence Online’, Blog of Medium, 17 March 2020, available online at https://medium.-

com/humanrightscenter/survivors-hashtags-and-justice-the-ethics-of-using-open-source-investi-

gation-methods-to-503e7d6cfb25 (visited 7 December 2020).

16 See e.g. W.H. Wiley, ‘The Difficulties Inherent in the Investigation of Allegations of Rape before

International Courts and Tribunals’, in M. Bergsmo, A. Butenschøn Skre, and E.J. Wood

(eds), Understanding and Proving International Sex Crimes (Torkel Opsahl Academic E-Publisher,

2012) 1–894, at 369.
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Documentation and Investigation of Sexual Violence in Conflict,17 The Hague

Principles on Sexual Violence,18 the Institute for International Criminal

Investigations’ Guidelines for Investigating Conflict-Related Sexual and

Gender-Based Violence [SGBV] Against Men and Boys,19 several resources

provided by Physicians for Human Rights that are aimed at helping investi-

gators secure meaningful consent from sexual violence survivors,20 and the

Draft Global Code of Conduct for Investigating and Documenting Conflict-

Related Sexual Violence (Murad Code).21 Despite the support these resources

provide for strengthening investigations of sexual violence, they provide rela-

tively limited guidance specific to digital open source information.

As a result, several practitioners have begun turning their attention to the

strengths and weaknesses of using such information in sexual violence cases,

merging insights of how to more effectively use digital information with how to

more effectively investigate sexual violence. For example, Libby McAvoy and

Kelly Matheson of WITNESS have provided a new chapter in the organization’s

video as evidence guide that outlines how video might be used for documen-

tation of sexual violence.22 The authors of this article have also reported pre-

liminary findings from their interviews with international criminal

investigators and gender experts, pointing to the urgent need for tighter com-

munication and collaboration between those communities in order to strength-

en digital investigations.23

New attention is also being paid to the acute ethical challenges that fre-

quently arise in digital investigations, including issues of power and position-

ality. This has prompted several resources, including an ethics section in the

Berkeley Protocol on Digital Open Source Investigations, a guide to ethical

open source investigations launched by the Human Rights and Big Data

17 S. Ferro Ribeiro and D. van der Straten Ponthoz, International Protocol on the Documentation and

Investigation of Sexual Violence in Conflict (2nd edn., UK Foreign and Commonwealth Office),

March 2017, available online at https://www.un.org/sexualviolenceinconflict/wp-content/

uploads/2019/06/report/international-protocol-on-the-documentation-and-investigation-of-sex-

ual-violence-in-conflict/International_Protocol_2017_2nd_Edition.pdf (visited 9 February 2021)

(hereafter ‘SGBV Protocol II’).

18 Women’s Initiatives for Gender Justice, The Hague Principles on Sexual Violence (2019), available

online at https://4genderjustice.org/test1/ (visited 8 February 2021).

19 Institute for International Criminal Investigations (IICI), Guidelines for Investigating Conflict-

Related Sexual and Gender-Based Violence against Men and Boys (2017), available online at

https://iici.global/publications/ (visited 8 February 2021) (hereafter ‘IICI Guidelines’).

20 Physicians for Human Rights, Program on Sexual Violence in Conflict Zones and Program

Resources, available online at https://phr.org/issues/sexual-violence/program-on-sexual-vio-

lence-in-conflict-zones/program-resources/ (visited 8 February 2021).

21 Murad Code, Draft Global Code of Conduct for Investigating and Documenting Conflict-Related Sexual

Violence, available online at https://www.muradcode.com/draft-murad-code (visited 8 February

2021) (hereafter ‘The Murad Code’).

22 WITNESS, ‘Using Video to Support Accountability for Sexual and Gender-based Violence

Crimes’, in Video as Evidence Field Guide (2020), supra note 12. (forthcoming 2021),

23 A. Koenig and U. Egan, ‘Hiding in Plain Site: Using Online Open Sources Information to

Investigate Sexual Violence and Gender-Based Crimes’, in J. Dawes and A.S. Moore (eds),

Technologies of Human Rights Representation (SUNY Press, 2021) [forthcoming].
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Project at the University of Essex, and ethics trainings provided by UC

Berkeley’s Human Rights Center and others.

Building off these earlier resources and research, the authors ask, ‘What are

the challenges and opportunities for using digital open source information to

strengthen international investigations of sexual violence?’

To answer that question, this article pulls from 25 semi-structured inter-

views conducted with international criminal investigators and gender experts

between Fall 2019 and Summer 2020.24 Interviewees were selected based on

their experience either investigating and documenting sexual violence using

field-based methods, or using digital open source investigations methods for

researching a range of potential international crimes, including sexual

violence.

3. Findings

Our interviews produced a number of insights into how digital open source

investigations may be refined to more adequately respect and protect the

interests of survivors of sexual violence. In this section, we discuss a handful

of the most salient.25 Our findings underscore the need to identify and address

contextual power-related issues, including who has the privilege of accessing

and using digital technologies. They also emphasize the need to integrate a

gender lens and an intersectional lens into investigation planning, as well as

the sourcing, verification, analysis and presentation of digital information.

A. Context: Ethics, Power and Privilege

Several of our interviewees discussed the need to carefully plan digital inves-

tigations, including where one looks for information and whose voices and

experiences are likely to be reflected there, framing that need as both a logis-

tical and an ethical issue. Ethical approaches to digital investigations is a vast

topic, the full extent of which cannot be covered here.26 However, we spotlight

24 The interviews are also source materials for Ulic Egan’s dissertation and a forthcoming book

chapter by the authors, ‘Hiding in Plain Site’, supra note 23. They were conducted in compli-

ance with the ethical policy of the Hillary Rodham Clinton School of Law, Swansea University.

25 For more on our findings, please see Koenig and Egan, supra note 23.

26 There are a number of useful sources relating to ethics and human rights. See e.g. Z. Rahman

and G. Ivens, ‘Ethics in Open Source Investigations’, in Dubberley et al. (eds), supra note 8;

Syrian Archive, ‘Data Ethics – Medical Facilities Under Fire’, available online at https://syria-

narchive.org/en/investigations/Medical-Facilities-Under-Fire (visited 8 February 2021); Citizen

Evidence Lab, ‘Reading List’, Blog of Amnesty International’s Crisis Response Programme, 19

April 2017, available online at https://citizenevidence.org/reading-list/ (visited 8 February

2021); WITNESS, ‘Ethical Guidelines: Using Eyewitness Videos in Human Rights Reporting

and Advocacy’, available online at https://lab.witness.org/announcing-witness-ethical-guide-

lines-for-using-eyewitness-footage-in-human-rights/ (visited 8 February 2021) (hereafter

‘WITNESS Ethical Guidelines’). Other important ethical issues concerning open source and

online digital documentation include privacy, anonymization, the ‘do no harm principle’,

60 JICJ (2021) 55–84
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several of the most relevant issues that emerged with regards to how to con-

duct an ethical investigation.

First and fundamentally, with digital investigations, ‘[t]he fact that we are

not prohibited from doing something does not mean that we should [do it].’27

Researchers Zara Rahman and Gabi Ivens recommend adopting a human

rights rather than a utilitarian approach to decision-making, including with

regards to using digital materials in investigation processes.28 They argue that

human rights — and thus a sensitivity to the inherent dignity of all involved

— should be ‘respected and protected’ at all stages, including data collection,

verification and presentation.29 An ethical approach also involves understand-

ing a situation’s context, who produced relevant information, how the infor-

mation was obtained, and how it will be used.30 This point is particularly

relevant to questions concerning the risk to, and security of, citizen documenters

and the important ethical questions that encourage such actors to engage in

investigative activities that may place them, those nearby, or those associated

with them, in danger.31

Several open source investigators who were relatively new to sexual violence

investigations were struck, once into their research, by the additional ethical

challenges that such investigations raise, noting they require ‘much more

thought and care’ than investigations into other crimes.32 The extreme and

personal nature of the violations and the fact that related media can provide ‘a

diversity, power dynamics, evaluating risks and harms, cherry picking information, data mini-

mization, sharing and storing data, informed consent, harm minimization, the rights of the

victim and the victim’s family, the rights of the accused, online scraping, transparency, the use

of pseudonyms to access private spaces, hidden labour, the ethics of ‘not acting’, ethical plur-

alism and what being ‘ethical’ means, all of which may be relevant — and even especially

relevant — to investigations of sexual violence.

27 E. Hu, ‘Responsible Data Concerns with Open Source Intelligence’, Responsible Data, 14

November 2016, available online at https://responsibledata.io/2016/11/14/responsible-data-

open-source-intelligence/ (visited 8 February 2021); see also M.G. Wood, ‘Social Media

Intelligence, the Wayward Child of Open Source Intelligence’, Responsible Data, 12 December

2016, available online at https://responsibledata.io/2016/12/12/social-media-intelligence-the-

wayward-child-of-open-source-intelligence/ (visited 8 February 2021).

28 Rahman and Ivens, supra note 26, at 249.

29 Ibid.

30 Ibid.

31 Hamilton, supra note 14; R. Hamilton, ‘User-Generated Evidence’, 57 Columbia Journal of

Transnational Law (2018) 1–61, at 35–39; J.D. Aronson, ‘Preserving Human Rights Media for

Justice, Accountability, and Historical Clarification’, 11 Genocide Studies and Prevention: An

International Journal (2017) 82–99, at 93; E.F. Williams, ‘Using Citizen Media and Open Source

Investigations to Promote Human Rights: UC Berkeley’s Human Rights Investigations Lab’,

University of San Francisco, available online at https://cpb-us-w2.wpmucdn.com/usfblogs.usf-

ca.edu/dist/9/244/files/2016/05/SUMMER-2017-williamserica_late_6170271_63912823_2017-

08-11-Capstone-Report-Erica-Williams-copy-1atw7f0.pdf. (visited 9 February 2021); Rahman and

Ivens, supra note 26, at 257: ‘In Syria, for example, people have been killed, displaced, tortured,

and imprisoned for recording footage or publicizing events where human rights have been

violated.’

32 Interview by the author(s) with Interviewee 22, 3 February 2020.
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lot of information about the survivors and about the perpetrators’ had to be

factored into ethical decision making.33

One investigator had been researching a mass atrocity on social media for a

major human rights organization and came across several social media posts

related to a rape that had allegedly occurred during the atrocity. The investi-

gator explained: ‘I think because [the sexual violence content we were finding]

was so personal, it made us really start to think ok, what are the ethical

considerations behind this? And when are we crossing an ethical line by using

this type of material?’34

Given the power dynamics inherently implicated in an investigation —

including the investigator’s power to decide what is worthy of investigation,

to determine what sources of information are most relevant, and the vulner-

abilities that victims and witnesses may experience when inserted into legal

processes — it is important to start by considering the identity and thus the

positionality of the investigator and of the victim/survivor.

1. The Identity of the Investigator

To investigate is to exercise power — to determine which crimes are worthy of

the time, money and other resources needed to determine the facts underlying

those crimes, and whose voices, experiences and perspectives should be priori-

tized. Power dynamics are present both between the investigating entity and

those investigated, and more generally in the situation under investigation.

Related to this, several interviewees stressed the ethical and logistical im-

portance of paying attention to the demographics of the investigation team in

terms of gender, language, expertise and cultural and geographic backgrounds.

Interviewees underscored the different lenses investigators bring to their inves-

tigations, including inherent biases and the effect those biases may have on

cases.35 They warned that investigations that exclude insights from a gender-

diverse team may result in gender blindness. One investigator noted what she

perceived as gendered gaps or blind spots in the sexual violence investigations

of some of her male counterparts: ‘Did they think of going to the birthing

clinics? Of course not. Of course not. It just didn’t come onto their radar, right?

You need to go to the midwives, and you need to go to whatever birthing

clinic might be there. You go to them, you’re gonna find out all about the

sexual violence.’36

Structural and cultural inequalities in investigation teams can, of course,

reflect inequalities that exist in the wider world. Investigators can bring atti-

tudes based on their own life experiences that then crystalize gender

33 Interview by the author(s) with Interviewee 23, 3 February 2020.

34 Ibid.

35 For more on the machine and human biases that can interfere with open source investigations,

see Y. McDermott, A. Koenig and D. Murray, ‘Open Source Information’s Blind Spots: Human

and Machine Bias in International Criminal Investigations’, in this Special Issue of the Journal.

36 Interview by the author(s) with Interviewee 19, 8 January 2020.
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constructions that frame and constitute world views, which ultimately affect

their approach to the investigation of sexual violence.37 For example, male

investigators may especially focus on non-sexual violence crimes when deter-

mining what to investigate using digital sources, which may be much more

visible online, while female investigators may be more likely to consider sexual

violence.38

As open source investigations teams are often relatively small, it is especially

important for investigators to be sensitive to their possible biases and subjective

attitudes to sexual violence, gender, race, violence and even how they ap-

proach and use technology. Of course, this also extends to a need to be aware

of technical biases: biases may be exacerbated through the use of machine

learning for tasks like object detection, which can help with identifying possible

war crimes, for example, by automatically detecting prohibited weapons.39

Sexual violence crimes may not as easily be captured by such tools, thus

investigators need to think outside the proverbial box to prevent further mar-

ginalization of sexual violence crimes and survivors, as review of large datasets

of digital open source information is increasingly facilitated by algorithms.40

2. The Identity of the Victim

There are gendered aspects to how people report their suffering and how

investigators perceive those reports. Michelle Jarvis, previously Principal

Legal Counsel and Deputy to the Prosecutor of the International Criminal

Tribunal for the former Yugoslavia (ICTY), has noted gender differences in

how male and female survivors tend to discuss sexual violence as well as

how that is interpreted by investigators, which can result in differential treat-

ment. She gave an example from the ICTY:

[O]ne of our most significant challenges [was] to more accurately recognize the violent

nature of rape and similar acts directed against females. The natural tendency was to focus

on the sexual component [of what they suffered], rendering the violence component invis-

ible. Arguably, with male sexual violence, there is a danger of the reverse problem.

Gendered constructions sometimes resulted in a failure to accurately reflect the sexual

nature of the crime. . . . The natural tendency seems to have been to focus on the violence

component, rendering the sexual component less visible. For example, the [Office of the

Prosecutor] did not take all opportunities to characterize sexual violence against males as

rape in appropriate cases and, sometimes, to reference the sexual component of the harm

inflicted on male victims at all. Gendered assumptions that only women are raped or

subjected to sexual violence in conflict may account for these outcomes. The preference

37 M. Jarvis, ‘Overview: The Challenge of Accountability for Conflict-related Sexual Violence

Crimes’, in S. Brammertz, and M. Jarvis (eds), Prosecuting Conflict-Related Sexual Violence at

the ICTY (Oxford University Press, 2016) 1–494, at 12.

38 Ibid., 12–13.

39 McDermott, Koenig and Murray, supra note 35; see also N. Milaninia, ‘Biases in Machine

Learning Models and Big Data Analytics: The International Criminal and Humanitarian Law

Implications’, International Review of the Red Cross (2020) 199–234.

40 Ibid.
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of male victims not to be labelled as ‘sexual violence’ victims due to adverse community

reactions was also a factor.41

Investigative teams must also have a sensitivity to where people tend to

report sexual violence and how that may vary based on gender. The focus

should not only be on where weapons were fired or bombs dropped, for ex-

ample, but whether there was a spike in sexual-related health complaints,

whether there are reports on medical or health-related blogs, websites or

rape crisis centre websites (if they exist), and which local hospitals, medical

centres, doctors and midwives may be potential leads for on the ground

investigators.

Thus, integrating considerations of how to counter the biases and other

limitations of the investigator with considerations of who the victims and

survivors are and how they are communicating, as well as how information

about them is being communicated, is critical to incorporate into investigations

from the earliest stages.

B. Investigation Planning

Interviewees stressed the need to think critically and creatively about how to

find relevant information when planning for digital investigations of sexual

violence. Engaging in investigation planning typically means asking a series

of questions designed to focus the scope of inquiry.42 These include: (i) clarify-

ing the investigators’ mandate, (ii) determining the strategy and scope of the

investigation, (iii) identifying relevant languages, history and geographical

knowledge, (iv) thinking through how culture and religion affect behaviour

and communications patterns, (v) mapping any relevant political and military

groups, (vi) assessing security concerns and (vii) mapping other investigatory

actors (who was there before you, who is there now, and who may be coming

next?).43

Of course, all of the non-sexual violence specific uses of digital open source

information are also relevant to investigating sexual violence crimes. Any

prosecution into which an investigation feeds will have to establish who was

most responsible for the alleged crimes as well as satisfy the underlying and

chapeau or contextual elements of relevant international crimes.44 Such context

may include facts that establish a nexus with an armed conflict (for war

crimes), the systematic or widespread nature of any attack against a civilian

population (for crimes against humanity) or the intent to destroy in whole or

in part a national, ethnic, racial or religious group (for genocide). This may

41 Jarvis, supra note 37, at 13.

42 For an investigation planning template, see Annex I in the Berkeley Protocol, supra note 2, at

83.

43 This list of questions is for example purposes only and is not exhaustive; Institute for

International Criminal Investigations (IICI), Investigations Planning Presentation (copy on file

with authors). See also ibid.

44 SGBV Protocol II, supra note 17, at 41–59.
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require mapping such phenomena as military structures, including communi-

cation and operating methods; connections between political and military

armed forces and police structures; any preparation for an attack, including

public statements on TV, radio broadcasts, internet chat rooms and on social

media posts; online review of any publicly accessible military orders, pro-

nouncements, records, logs or orders; satellite or video footage of vehicle and

troop movements; announcements of military or police personnel promotions

or disciplinary actions; a review of online markets (in human trafficking,

weapons, vehicles, etc.) including those present on the surface, deep and

dark webs; the origins of any military assets used in an attack, including

who could authorize that use; crime patterns (for example, known links be-

tween village burnings and sexual violence); and financial investigations,

including payments and transfers of assets.45

1. Integrating Creativity into Investigation Planning

Some commentators have argued that direct digital evidence of sexual vio-

lence, such as online videos or photos, is quite rare, and because of this, the

utility of online investigations relative to these crimes is quite limited.

However, several have argued the opposite, stressing that the information is

out there if the investigator knows where and how to look.46 This ranges from

which platforms or websites hold relevant information, to which part of the

web. With only four percent of information indexed to the surface web, versus

90% on the deep web and another six percent on the dark web,47 the majority

of webpages on the internet will not appear in search engine results, suggest-

ing the value of extensive training of traditional investigators in searching

‘deeper and darker’ digital spaces.48 One gender expert, in referencing the

dark web, explained, ‘We do know there’s a whole part of open sources in

the web . . . that just is banal and dirty, and the horrible side of human nature,

right?’49 It is within these often-skimmed over spaces that investigators may

find especially useful information regarding sexual violence crimes. To use

technology effectively, investigators need to shift their mindsets and resist

45 Interview by the author(s) with Interviewee 1, 25 July 2019; IICI, supra note 43.

46 See also Koenig and Egan, supra note 23.

47 The surface web is the part of the World Wide Web that is indexed by the major search engines

and thus easily accessed by the public through traditional search engine queries. The deep web

is that portion which is not searchable by conventional search engines, while the dark web is

intentionally hidden from such search engines and is only accessible using a special web

browser. See ‘The Deep Web vs. The Dark Web: Do You Know the Difference?’

Dictionary.com, available at https://www.dictionary.com/e/dark-web/

48 We use the term ‘traditional investigator’ to describe investigators who are not specifically

focused on open source investigations (e.g. investigators that operate the field interviewing

witnesses, documenting crime scenes, etc.).

49 Interview by the author(s) with Interviewee 20, 15 January 2020.
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temptation to solely focus on the low-hanging fruit of information posted to the

surface web and thus more easily accessed online.50

The interviewee also noted the desirability of diligence, creativity and im-

agination in approaching investigations planning that incorporates digital

technology:

[The internet is] the new can-do gadget, right? That gadget’s just as brilliant and just as

stupid as we are. You still have to do the hard work of seeing what . . . you yourself [are]

bringing to what you’re looking at, and what has the person who has brought that infor-

mation to you — what is it that they intended to bring you and for what reason? [T]he

advice is you can’t be lazy.51

The interviewee’s comments reflect the Berkeley Protocol’s principle of com-

petency, which requires digital open source investigators to have the ‘proper

training and technical skills to executive the activities in which they engage,’52

as well as its ethical principle of humility, or ‘knowing what one doesn’t

know’53 and thus when to bring in specialized support. However, while the

interviewee acknowledged the potential of online information, she also warned

of its limitations. ‘This is not a magic wand. . . . As a matter of fact, it might be

something that deform[s] our ability to have a better perspective instead of one

that enhances our ability. Because of what might more frequently appear on

the open sources, what might more frequently feature into [an] algorithm. Just

[think about] what might less frequently feature into the algorithms.’54

Another of our interviewees agreed that digital information can be limited in

its utility but also noted the internet’s potential for providing supporting or

corroborating information: ‘[T]here’s not always a video depicting someone

being violated, but [digital information] can be used to . . . lend credibility by

corroborating other kinds of evidence. . . . I think, at least for me, it’d be really

helpful to be mindful of that aspect of it because I’m not looking for every

answer within [online spaces].’55

The genocide against the Yazidi population in northern Iraq provides numer-

ous examples of how even direct evidence of sexual violence may surface online.

As Patricia Viseur Sellers and Jocelyn Getgen Kestenbaum have pointed out, ‘ISIS

auctioned Yazidi women and children online, replete with registration informa-

tion, photos, and minimum purchase prices’56 — a wealth of data potentially

relevant to a criminal investigation of sexual slavery. In addition, reporters dis-

covered videos online of ISIS fighters joking about the potential purchase price of

Yazidi women and additional information posted to an online magazine published

50 See also, Koenig and Egan, supra note 23.

51 Interview by the author(s) with Interviewee 20, 15 January 2020.

52 Berkeley Protocol, supra note 2, at 11.

53 Ibid., 15.

54 Interview by the author(s) with Interviewee 20, 15 January 2020; see also C. O’Neil, Weapon of

Math Destruction: How Big Data Increases Inequality and Threatens Democracy (Penguin Random

House, 2017).

55 Interview by the author(s) with Interviewee 23, 3 February 2020.

56 P.V. Sellers and J.G. Kestenbaum, ‘Missing in Action: The International Crime of the Slave

Trade’, 18 Journal of International Criminal Justice (2020) 517–542, at 524–525.
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by ISIS.57 All of this could provide valuable evidence about potential perpetrators,

victims and context. As explained in the forthcoming chapter on SGBV for

WITNESS’ Video as Evidence Field Guide, ‘despite the private nature of intimate

partner violence, abusers often leave a telltale trail of evidence, if only police and

prosecutors are motivated and savvy enough to recognize and preserve it.’58

Ultimately, our interviewees seemed to feel that investigators have an ethical

obligation to know where and how to find relevant online information to

strengthen their work, but to do so in a way that does not distort representation

of the crimes as they actually occurred. One especially needs to know what

cannot be found online because it is not there, and how to find the information

that is there but may be relatively invisible without careful planning and know-

ledge of where and how to look. This requires and benefits from integrating gen-

dered and intersectional perspectives into the building of an investigation plan.

2. Gendered and Intersectional Differences in the Use of Digital Technologies

One of the most common pleas from interviewees was the need for investigators

— whether using traditional or digital methods — to do a more thorough job of

integrating a gender analysis into their investigation planning.59 To take a gen-

dered approach to an investigation means to think through the ways in which

crimes affect people differently based on gender as well as how gender mediates

how people report about their experiences, alongside other evidentiary traces. In

this context, a gender analysis is a lens through which to examine the gendered

nature of sexual violence crimes by analysing structural and other power rela-

tions, inequalities and dynamics that determine and shape gender roles in a so-

ciety. Investigators should adopt an approach that encompasses an understanding

of the gendered experiences of individuals and communities within that society.60

The analysis should include a further examination and understanding of the

gendered nature of technology in terms of, for example, use and access.

Applying a gendered analysis approach will be especially valuable for effect-

ively researching crimes under consideration, and even determining which

crimes should and can be researched. Much as online investigators ideally con-

duct a digital landscape analysis to better identify which platforms hold infor-

mation related to relevant crimes,61 as well as who shares information about

57 See e.g. ‘Isis Fighters Joke about Selling Girls’, BBC, available at https://www.youtube.com/

watch?v¼O0Un9AvS6HMo (visited 16 March 2021); ‘Islamic State: “It costs more for a girl

with blue eyes”’, available at https://www.youtube.com/watch?v¼LsS-8pSGBjQ (visited 16

March 2021).

58 Video as Evidence Field Guide, supra note 12 (forthcoming chapter on SGBV).

59 See e.g. Integrating a Gender Perspective into Human Rights Investigations: Guidance and Practice,

OHCHR UN Doc. ST/]HR/PUB/18/4, 2018 (hereafter ‘OHCHR, Integrating Gender’).

60 See International Criminal Court Office of the Prosecutor, Policy Paper on Sexual and Gender-

Based Crimes (2014); Valerie Oosterveld, ‘The ICC Policy Paper on Sexual and Gender-Based

Crimes: A Crucial Step for International Criminal Law’, 24 (3) William & Mary Journal of

Women and the Law (2018) 443–457.

61 See Berkeley Protocol, supra note 2, at 85.
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those crimes online, all investigators should design and review their investiga-

tion plan with a particular sensitivity to the gendered challenges that come

with investigating sexual violence.

One interviewee explained: ‘[Y]ou need to have an intersectional approach

built into your open source investigation plan. In the same way that you

would consider the digital mapping environment . . . an intersectional frame-

work needs to be applied to the bias and the questions and the search terms

that could go across gender, class, race—ideally, in a participatory way.’62

Thus, a gender analysis should be complemented with an intersectional

analysis that expands beyond gender roles to issues that may further compli-

cate online access and representation. Such intersectional approaches to inves-

tigations can include an analysis of, for example, not only race, class, ability,

sexuality, education and age, but also other, perhaps less obvious, axes of

analysis that may perpetuate vulnerability, oppression, invisibility and margin-

alization online — and in society more generally. These include location, such

as any urban/rural divide in access to technology and therefore access to

digital representation.63 Another example would be how ethnicity interacts

with gender to change one’s digital profile, as well as whether sexual orien-

tation may have an impact on who posts, where and how. The investigator

should also consider what identities and practices may be oppressed, stigma-

tized and/or illegal in the affected communities — further silencing conversa-

tion and forcing communication underground.64

62 Interview by the author(s) with Interviewee 13, 25 October 2019.

63 ‘When it comes to social inequality, people’s lives and the organization of power in a given

society are better understood as being shaped not by a single axis of social division, be it race or

gender or class, but by many axes that work together and influence each other.

Intersectionality as an analytic tool gives people better access to the complexity of the world

and of themselves.’ P. Hill Collins and S. Bilge, Intersectionality (Polity Press, 2016), at 2; see

also Y. McDermott, D. Murray and A. Koenig, ‘Digital Accountability Symposium: Whose

Stories Get Told, and by Whom? Representativeness in Open Source Human Rights

Investigations’, Blog for Opinio Juris, 19 December 2019, available online at http://opiniojur-

is.org/2019/12/19/digital-accountability-symposium-whose-stories-get-told-and-by-whom-rep-

resentativeness-in-open-source-human-rights-investigations/ (visited 8 February 2021).

64 Intersectional approaches do not simply add identities to one another but rather analyse how

overlapping identities converge or intersect to affect systems of power. An intersectional ap-

proach to investigation planning would include an analysis of how, for example, languages,

gender, location, culture, race, class, socio-economic realities, etc., converge within individuals

[and communities] and form multiple modes of oppression. See U. Egan, ‘Digital Accountability

Symposium: Intersectionality and International Criminal Investigations in a Digital Age’, Blog of

Opinio Juris, 19 December 2019, available online at http://opiniojuris.org/2019/12/19/digital-

accountability-symposium-intersectionality-and-international-criminal-investigations-in-a-digit-

al-age/ (visited 9 February 2021); see also S. Dyer and G. Ivens, ‘What would a Feminist Open

Source Investigation look like?’ 1 Digital War, (2020) 5–15, available online at https://link.-

springer.com/article/10.1057/s42984-020-00008-9 (visited 9 February 2021). For an explor-

ation of the concept of intersectionality, see e.g. K. Crenshaw, ‘Demarginalizing the Intersection

of Race and Sex: A Black Feminist Critique of Antidiscrimination Doctrine, feminist Theory and

Antiracist Politics’, 1(8) University of Chicago Legal Forum (1989) 139–167; P. Hill Collins and

S. Bilge, supra note 63.
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Given how many countries legislate sexual practices, investigators often

step into a highly legalistic space when investigating sexual violence. They

need to be aware of how stigma and law modify what individuals can com-

municate, which directly affects what information may be available online.

One example would be male sexual violence in situations where reporting

would risk being accused of being homosexual, which if illegal, may carry the

risk of serious societal and legal consequences for the victim (including death

in extreme situations). In such a situation, survivors may be less likely to post

online. Thus, investigators should analyze any relevant laws, especially

regarding sexual practices and sexual identities, to know what information

may be missing or masked online.65 Investigators should also research norms

around families and communities, including cultural and legal responses to

rape, pregnancy, adultery and marriage.66 They will need to understand the

extent of the erasure and marginalization of LGBTQIAþ67 communities in

conflict-affected societies but also the potential to further perpetuate the rela-

tively invisible nature of crimes committed against LGTBQIAþ individuals

and the marginalization of these communities by a lack of inclusivity in

investigation planning.68

As one investigator noted:

[As an] SGBV investigator, for me, anytime you’re talking about SGBV, it has to include

marginalized communities such as LGBTQI. For me, there’s a long way to go to have a

holistic approach in relation to SGBV. [That’s due to] bias but also [because] in many parts

of the world, [homosexuality is] illegal still. It’s a crime, so you have the conflict that

happens even in trying to investigate in that area.69

65 See e.g. The International Lesbian, Gay, Bisexual, Trans and Intersex Association (IGLA), ‘Maps

– Sexual Orientation Laws’, December 2020, available online at https://ilga.org/maps-sexual-

orientation-laws (visited 9 February 2021).

66 See e.g. N. Perrin et al., ‘Social Norms and Beliefs about Gender Based Violence Scale: A

Measure for Use with Gender Based Violence Prevention Programs in Low-resource and

Humanitarian Setting’, 13 Conflict and Health (2019) 1–12; M. Alexander-Scott et al., ‘DFID

Guidance Note: Shifting Social Norms to Tackle Violence Against Women and Girls (VAWG)’,

OECD, 20 January 2016, available online at https://www.oecd.org/dac/gender-development/

VAWG%20HELPDESK_DFID%20GUIDANCE%20NOTE_SOCIAL%20NORMS_JAN%202016.pdf

(visited 9 February 2021).

67 The authors use the acronym LGBTQIAþ to integrate inclusive and gender-sensitive language.

However, the authors acknowledge that the term is neither exhaustive nor universal and that

definitions can vary depending on, for example, location or personal choice. We also aim to be

inclusive of non-binary and non-conforming identities when using this acronym. Where quot-

ing sources, the authors use the acronym used by the source.

68 See generally H. Myrttinen and M. Daigle, When merely existing is a risk: Sexual and gender minorities

in conflict, displacement and peacebuilding, International Alert, February 2017, available online at

https://www.international-alert.org/sites/default/files/Gender_SexualAndGenderMinorities_EN_2017.

pdf (visited 9 February 2021); see also Human Rights Watch, “They Treated Us in Monstrous Ways”

Sexual Violence Against Men, Boys, and Transgender Women in the Syrian Conflict (2020), available

online at https://www.hrw.org/report/2020/07/29/they-treated-us-monstrous-ways/sexual-violence-

against-men-boys-and-transgender (visited 9 February 2021).

69 Interview by the author(s) with Interviewee 18, 20 December 2019.
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The International Protocol on the Documentation and Investigation of

Sexual Violence in Conflict provides a useful documentation plan for conflict-

related sexual violence, parts of which can be helpful to online open source

investigation planning. The documentation plan is comprised of three main

elements: (i) preliminary issues to research and assess, (ii) an information col-

lection strategy and (iii) procedures.70 While some of the information con-

tained within the documentation plan may be outside the scope of a digital

open source investigation (e.g. interviewing, dealing with intermediaries, etc.),

it contains useful questions that may help open source investigators apply

gendered and intersectional approaches to their planning. Regarding gender

dynamics and the LGBTQIAþ community, for example, the documentation

plan recommends considering gender roles, cultural and traditional beliefs,

gender expression and sexual orientation, and how these affect reporting.71

It provides that a documentation plan should include preliminary research into

the nature and scope of sexual violence, the patterns of these criminal acts,

and how they fit into the overall pattern of an attack.72 The plan also stresses

the importance of considering the ‘community understanding of, and attitudes

towards, different forms of sexual violence, including against children, the

disabled, racial minorities, indigenous communities or members of the LGBTI

community.’73

Investigators should also know what the legal requirements are for proving

sexual violence, whether the legal system provides for equality before the law,

and whether ‘rules of procedure and evidence facilitate or obstruct access to

justice for survivors’.74 Open source preliminary research may also help estab-

lish what crimes are reported and to whom, as well as where and how indi-

viduals are targeted.75

As discussed in the next section, all of this will help with figuring out what

does not exist online versus what may, and where to look. Thus, the following

includes guidance and insights for figuring out what does not exist online (and

why), versus what may. Subsection (a) provides questions investigators may

need to consider to establish what factors — including cultural, social and

legal norms, use and control of digital hardware, architectures and infrastruc-

tures, and multiple intersecting modes of oppression (such as ability and access

to education) — may lead to the relative invisibility of sexual violence crimes,

and how sexual violence survivors communicate online (if at all). Subsection

(b) underscores the argument that information relating to sexual violence

crimes is available online and outlines an approach to better detect information

that may be hiding in plain sight. Finally, we underscore the importance of

applying an inclusive approach to investigations, incorporating local docu-

menters, women’s rights groups and others.

70 SGBV Protocol II, supra note 17, at 121.

71 Ibid., 123.

72 Ibid.

73 Ibid.

74 Ibid.

75 Ibid.

70 JICJ (2021) 55–84
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(a) What’s not there?

In order to establish what sexual violence information is not online, investi-

gators need to be aware of multiple, often, intersecting factors that may con-

tribute to online invisibility. They should undertake a comprehensive analysis

of these factors and integrate it into investigation planning (including pre-in-

vestigation research and analysis). As part of such analysis, investigators

should especially consider the relationship between gender roles and access

to technology. Do women have access to smartphones at similar rates as

men? What are the ruling authorities’ attitudes to LGBTQIAþ individuals

and their online representation? What are the censorship laws concerning

sex, gender, sexual acts, violence, ‘offensive’ acts and hate speech, and how

do they affect representation of women and LGBTQIAþ individuals on the

internet? What platforms and forums are most likely to be used by sexual

violence survivors?

An assessment of the kinds and level of technology available pre-, during,

and post-conflict may be useful as well as any socio-economic barriers to ac-

cess to those technologies. For example, investigators should analyse the

technological infrastructure, including how and by whom it is controlled

and whether there are any correlations between this control and the perpet-

ration of atrocity crimes.76 Such an analysis would include, for example, inves-

tigating whether the internet was shut down during the conflict and, if so, in

which parts of the country this occurred and when, and whether there are

anecdotal reports of sexual violence taking place in those areas during those

times.

Moreover, a pattern analysis of population movements can inform whether

there may be relevant information online (e.g. noting whether people have

been transferred in large groups, under what circumstances those transfers

occurred, over what length of time, in what locations, and whether the victims

had access to technology during that period, etc.), as well as information

regarding the presence/lack of presence of the internet in places like refugee

and internally displaced persons camps. An analysis of other possible modes of

oppression such as race, ethnicity, education, ability and class can also provide

useful information for investigations, such as whether individuals within the

affected communities are further stigmatized due to these identities, which may

further affect access and online representation, and ultimately access to

justice.77

76 See generally, E. Bulut, ‘The National-State in Intersectional Internet: Turkey’s Encounters with

Facebook and Twitter’, in S. Umoja Noble and B.M. Tynes (eds), The Intersectional Internet: Race,

Sex, Class, and Culture Online (Peter Lang, 2016), at 183.

77 See Egan, supra note 64; see generally, Hill Collins and Bilge, supra note 63. For a discussion on

intersectionality and sexual violence in conflict, see e.g. D. Buss, ‘Sexual Violence, Ethnicity,

and Intersectionality in International Criminal Law’, in E. Grabham et al. (eds), Intersectionality

and Beyond (Routledge-Cavendish, 2009); M. Issac and O. Jurasz, ‘Towards an Intersectional

Understanding of Conflict-Related Sexual Violence: Gender, Sexuality, and Ethnicity at the

ICTY’, 18 International Criminal Law Review (2018) 853–882; D. Nadj, ‘The Culturalisation
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Trafficking cases provide a particularly rich example of what kinds of infor-

mation may be found online and what may not, including how that varies by

gender. With regards to perpetrators, one investigator noted a strong gender

differential in who uses digital technologies and how: ‘[With] human traffick-

ing [you need to understand] the use of . . . phones and social media by men

[and] access of women to those social media platforms.’78 She explained how

digital technologies are often used to facilitate recruitment of women for traf-

ficking, and how other women were often the ones required to use those

technologies, so if caught, they would be the individuals targeted –– not the

men at the top of the hierarchy. ‘Those women being edged towards the

recruitment process . . . they would be, perhaps, the fall person. . . . The men

in the higher levels of business have been removed from that responsibility.

[For example, with labor trafficking] the women were very active on social

media, recruiting men, recruiting young [laborers].’79

The interviewee also pointed out that silences and absences on social media

can be important clues pointing to the gendered nature of violence: ‘For me,

it’s been the absence of information [that points to a problem that I need to

investigate more carefully]. The real absence of reporting or the absence of

women reporting on particular conflict zones . . . is [key].’80

Ultimately, several interviewees stressed that digital investigators need to

think not only about gendered access to digital technologies, but gendered

uses of those technologies — and the need to be aware not only of what

may be present online and how it may manifest (for example, through coded

language81), but to pay attention to absences and silences that may — iron-

ically — be quite telling.

(b) What’s there but not easily visible?

Several interviewees discussed ways to better detect online information that

may be hiding in plain sight. For example, the investigator who discussed

trafficking cases also explained how the means and methods of communication

can vary based on whether platforms tend to prioritize text versus images.

Comparing Instagram, Twitter and Facebook, she noted:

[W]omen have more activity on Instagram. . . . Instagram will generate different results for

different search terms. . . . The use of . . . Twitter is different. . . . That has very practical

implications. It’s easier [to search] on Facebook, sometimes, than on Instagram because you

have the networks and the groups, whereas Instagram has more of a visual component, less

of Identity in an Age of “Ethnic Conflict” – Depoliticised Gender in ICTY Wartime Sexual

Violence Jurisprudence’, 15 International Journal of Human Rights (2011) 647–663; A.M.

Beringola, ‘Intersectionality: A Tool for the Gender Analysis Of Sexual Violence at the ICC’,

9 Amsterdam Law Forum (2017) 84–109.

78 Interview by the author(s) with Interviewee 13, 25 October 2019.

79 Ibid.

80 Ibid.

81 See Koenig and Egan, supra note 23.
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text-based searching. The language around how people discuss sexual violence [online] is

different than what you would receive around physical violence. It can be more visual.82

Therefore, investigators should conduct research into, and familiarize them-

selves with, gendered variances in the use of and approach to all identified

relevant platforms prior to investigation, and incorporate various investigative

approaches accordingly. This may include both text and image searches, which

can have dramatically different results. For example, searching for an alleged

perpetrator or victim by name and toggling between text search results versus

image results can produce substantively different leads; similarly, conducting a

search based on the alleged perpetrator’s or victim’s image or other visual

material (if available) can produce different data than text-based searching.

We asked the interviewee above to share her impressions about the cause of

such gendered online patterns, which could, perhaps, give clues as to where

information can be found in digital spaces — as well as what might be done to

level the playing field. She responded:

For me, I think it goes beyond access to technology. . . . [That’s] important, but [it’s too easy

to] go, ‘Well, the women and men have equal access, so now they should be able to report

equally.’ When that’s not the case [and you make that assumption, your investigation’s]

flawed from the outset. Even when the equal access is there . . . it’s not followed through in

terms of women’s experience and safety.

These disparate uses of technology further distort information found online.

This has borne out in numerous studies, including a well-circulated report from

Amnesty International that establishes that certain platforms, Twitter among

them, can be hostile to women in ways that men do not experience, requiring

women to use the platform in ways that differ from their male counterparts.83

For example, Amnesty found that many women self-censor on social media in

ways that men do not due to disproportionate ‘violence and abuse’ those women

experience online.84 This was expanded upon in a 2021 report from the Wilson

Center that analyses how gender is ‘weaponized’ against women online.

As part of the planning process, it can also be helpful to be aware of the

more ‘visible’ conflict-related phenomena that correlate with sexual violence.

That way, the visible phenomena can act as a signal that evidence of sexual

violence may be nearby. Such common indicators include village burnings,

takeover and forcible transfer campaigns, the use of detention centres, the

use of child soldiers, the separation of males and females, forced or slave

labour, checkpoint searches, house searches and large groups of armed men

82 Interview by the author(s) with Interviewee 13, 25 October 2019.

83 See e.g. Amnesty International, Toxic Twitter: A Toxic Place for Women (2018), available online

at https://www.amnesty.org/en/latest/research/2018/03/online-violence-against-women-chap-

ter-1/ (visited 9 February 2021); see also Human Rights Council, Combating Violence Against

Women Journalists: Report of the Special Rapporteur on Violence Against Women, Its Causes and

Consequences, 6 May 2020, available online at https://undocs.org/en/A/HRC/44/52 (visited 10

February 2019).

84 Ibid. See also N. Jackowicz et al., Malign Creativity: How Gender, Sex, and Lies are Weaponized

Against Women Online, Wilson Center (2021).
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involved in ground operations.85 An analysis of the position, attitudes to, and

role of women in pre-conflict societies may also provide broad indicators as to

how they may have been treated during conflict.86 Finally, NGO and media

reporting can act as alarms of likely sexual violence perpetration.87

Several interviewees underscored the relative paucity of SGBV evidence gen-

erally in international criminal cases and the need for more creative thinking

on possible sources. One interviewee explained that although investigations

may not surface one clear example of sexual violence, ‘there are huge flags

that always pop up’. In terms of planning, she noted that investigators should

‘approach the investigation with understanding there’s probably a gendered

nature to [any] killing’ and thus other crimes that have taken place. She

recommended considering ‘who was killed and how and was there gender

separation of . . . males and females irrespective of age?’88 She continued:

For example [it is critical to understand] who was killed and when they were killed, and

why were they killed. . . . Then who was not killed, and why did they survive, and how did

they survive? What [was] the next atrocity experience, or gender atrocity experience? It’s

part of how I would frame the investigation. In addition to . . . identifying physical locations,

potential witness leads, potential military evidence or evidence that relates to militias or

military forces, et cetera.89

Several also pointed out how sexual violence is notoriously frequent in prisons,

suggesting detention — like killings — should trigger a closer look for evidence of

such violence: ‘Some armed conflicts are much more noted for detention centers.

How you would investigate something at a detention center is markedly different

from how you would do it under a type of armed conflict where the criminal

incidences were overtaking villages and moving from village to village.’90

Investigations planning should also include an analysis of the use of lan-

guage, both in terms of how sexual violence is communicated by survivors

(euphemisms, coded language, slang, etc.), how language is used online (often

more informal than formal), and how it varies between platforms given differ-

ent norms and structural limitations.91 For example, as pointed out above,

85 Interview by the author(s) with Interviewee 25, 25 June 2020; see e.g. S. Verrall, ‘The Picture

of Sexual Violence in the Former Yugoslavia Conflicts as Reflected in ICTY Judgments’, in

Brammertz and Jarvis (eds), supra note 37, 299–334.

86 P.V. Sellers and U. Egan, ‘Interpreters and Investigators of Sexual Violence in international

Criminal Prosecution’, in A. Babington-Ashaye, A. Comrie and A. Adeniran (eds), International

Criminal Investigations: Law and Practice (Eleven International Publishing, 2017) 107–134, at

132.

87 For example, media reporting on SGBV in the former Yugoslavia played a role in establishing

numerous fact finding missions and the calling by the Security Council for a Commission of

Experts to examine ‘escalating reports of atrocities during the conflict’. See G. Harbour,

‘International Concern Regarding Conflict-related Sexual Violence’, in Brammertz and Jarvis

(eds), supra note 37, at 20; SC Res. 780, 6 October 1992.

88 Interview by the author(s) with Interviewee 20, 15 January 2020.

89 Ibid.

90 Ibid.

91 Koenig and Egan, supra note 23. An example of a structural limitation would be Twitter’s 140

character cap, which often prompts a heavy use of abbreviations and other shorthand.
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male survivors of sexual violence crimes may describe what they experienced

as ‘torture’ as opposed to sexual violence in order to avoid stigmatization, and

thus mentions of torture should be analysed as a potential proxy for sex

crimes.92 Investigators should also identify how language is being used by

perpetrators and whether there are words and phrases, including derogatory

terminologies and slang, used by various groups to describe sexual acts or

specific individuals or groups (for example, ‘get a key’ to describe the trafficking

of a woman,93 or ‘femoid’ to suggest women are sub-human94). A careful

examination of relevant hashtags may provide useful lead information but

requires caution with regard to possible mis/dis-information (for example, ne-

farious actors may co-opt hashtags to spread false narratives and misleading

data).95

Local investigators are often best positioned to integrate deep contextualiza-

tion of many of the intersecting modes of analysis, including relevant termin-

ology, socio-economic realities, positions of vulnerable persons, women, the

LGBTQIAþ community and so on.96 This is why it is so important to work

quickly to ensure open source investigation training is widespread among con-

flict-affected populations. However, until digital open source training is wide-

spread, digital investigations will often be conducted from outside the region,

potentially hindering accountability. With this in mind, when international

investigators are unable to access the affected territory, how can open source

investigators more effectively integrate local perspectives and thereby become

more aware of what they do not know and might be overlooking?

One solution for filling critical information gaps is to work with local civil

society groups, including gender rights advocates, sexual violence advocates,

local (and international) human rights organizations, rape crisis centres and

medical groups that have extensive knowledge of the local situation, including

pre-conflict realities regarding culture, politics, economics, gender, race, etc.97

This parallels Libby McAvoy’s recent call for re-centering the ‘source’ in open

source investigation by strengthening acknowledgement of the importance of

content creators and practicing greater solidarity with those closest to the

92 Investigators should be mindful that sexual violence against men and boys is not restricted to

situations of detention or as a form of torture and can depend on numerous variables, includ-

ing, for example, historical and cultural contexts, the nature of the conflict and the relevant

parties. See H. Touquet et al., ‘From “It Rarely Happens” to “It’s Worse for Men”: Dispelling

Misconceptions About Sexual Violence Against Men and Boys in Conflict and Displacement’, 2

Journal of Humanitarian Affairs (2021) 25–34, available online at https://www.manchestero-

penhive.com/view/journals/jha/2/3/article-p25.xml#ref4_16 (visited 16 March 2021).

93 Koenig and Egan, supra note 23.

94 See N. Sonnad and T. Squirrell, ‘The Alt-right is Creating its Own Dialect. Here’s the

Dictionary’, Quartz, 30 October 2017, available online at https://qz.com/1092037/the-alt-

right-is-creating-its-own-dialect-heres-a-complete-guide/ (visited 16 March 2021).

95 Bulut, supra note 76, at 183 (highlighting Turkish pro-government journalism and the use of

hashtags).

96 For an example of a collaborative model that integrates digital open source investigations

methodologies with local insights, see Human Rights Center, Hate Speech Methodology Report

(forthcoming 2021).

97 See e.g. OHCHR, Integrating Gender, supra note 59, at 23.
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events under investigation.98 When asked who should participate in the pro-

cess of building out an online investigation plan, one interviewee noted the

importance of also making sure to include women in developing that plan,

since they may have different insights into sexual and gender-based issues than

their male counterparts (and vice versa), as well as civil society groups with

specialized expertise.99

Ultimately, several of the interviewees stressed the need to adopt a gendered

and an intersectional lens from an investigation’s outset, and to think more

critically about how sexual violence occurs in a variety of contexts — includ-

ing which more visible crimes sexual violence often accompanies — so that

investigators better know what to look for and can carry those insights into

their digital planning.

C. Courtrooms and Consent: Privacy, Trauma and Control

In this section, we dedicate more space than elsewhere for interviewees’ first-

hand accounts in order to better highlight the varied, nuanced and often

personal approaches they have taken to address difficult issues surrounding

trauma, consent and privacy. Their comments underscore the need for more

clarity on numerous complex ethical issues, more engaged institutional support

to help reconcile those issues, and a standardization of ethical investigative

approaches to digital information generally.100

Across the board, there was a lot of uncertainty about the legal and ethical

constraints on holding and presenting digital content related to sexual vio-

lence. Interviewees were especially concerned about what happens after the

investigation stage of the accountability process. Several underscored that

investigators should think through how digital information will be introduced

in court as well as any disclosure obligations the prosecution may have when

deciding what to collect. For example, a couple of interviewees stressed that

investigators should be aware of the potential need to bring witnesses to court

to testify about information sourced online and the importance of being aware

of that obligation when deciding what digital information to use — especially if

introducing the source or those depicted in the content in court could be

physically or psychologically risky for those individuals.101 Framing this as

an ethical concern, however, investigators also underscored the continued

centrality and importance of witnesses to sexual violence cases. While wit-

nesses will always be critical to case building — both from an evidentiary

and an ethical perspective — and thus should remain central to any investi-

gation and prosecution, there is also an ethical and moral obligation to

98 L. McAvoy, ‘Centering the “Source” in Open Source Investigation’, OpenGlobalRights, available

online at https://www.openglobalrights.org/centering-the-source-in-open-source-investigation/

?lang¼English (visited 16 March 2021).

99 Interview by the author(s) with Interviewee 13, 25 October 2019.

100 See e.g. Berkeley Protocol, supra note 2.

101 Interview by the author(s) with Interviewee 19, 8 January 2020.
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minimize witness trauma, as well as a legal responsibility to support witness

testimony with other sources of evidence. Ultimately, integrating open source

information with witness testimony requires both care and creativity.

Interviewees also emphasized the heightened privacy concerns raised by

videos, images, and other online information that includes explicit material,

including the need to think through issues of potential retraumatization, and

how to provide victims of sexual violence with greater control over what

happens with digital materials, when possible.102 Several described an extreme

reluctance to use digital content that depicts sexual violence in ways that

might violate the victim’s privacy and/or retraumatize the victim or their

family. As one interviewee explained:

Certainly, if somebody’s posted a rape scene [or even a] naked woman, a naked man,

somewhere where the privacy of the person has been invaded . . . how do we deal with

that? My guess is we still capture it. It still gets categorized. I’m trying to think of a scenario

where we would ever use it. Would it be that we are able to identify a victim from that

scene and we interview them? But I don’t think we would use something [like that] ever

without the authorization of or the consent of the victim.103

She also highlighted these considerations around consent as an ethical issue:

To go back to ethics. . . . Maybe you use photographic stills from the video to identify the

perpetrator, but [what about] the victim? I bet you would find investigators that would give

a different answer to how you deal with that. I would hope that we be protective of the

victim. Back to consent, when they haven’t given their consent, I would [want to] protect

that victim. I wouldn’t [want to] show his or her face to a witness.104

Discussions of privacy also invoked multiple references to the need for data

greater anonymization, controlled and secure storage, and team management.

One investigator brought up the example of detention-related footage to illu-

minate these issues and the potential ethical consequences of mishandling

video evidence:

[Y]ou could have a lot of videos. Maybe it’s sexual violence and detention. [S]omebody is

taking photographs or videotaping crimes in a prison, we are [going to] capture that and

have it somewhere probably in our evidence unit on our database. . . . It should be that it

doesn’t leave the team. . . .. Certainly, you would see all the time in Syria, something

captured on a phone and it’s just passed around to . . . thousands of people. I know that

some of the pretty horrific scenes that I’ve seen . . . have been passed around that way

[before coming] to the courts.105

102 See e.g. S. Dubberley et al., ‘Digital Human Rights Investigations: Vicarious Trauma, PTSD,

and Tactics for Resistance’, in S. Dubberley et al., supra note 8, at 271; R. Warren, ‘The

Hidden Victims of Eepression – How Activists and Reporters Can Protect Themselves From

Secondary Trauma’, Blog of Amnesty International, 20 February 2019, available online at

https://www.amnesty.org/en/latest/news/2019/02/how-activists-and-reporters-can-protect-

themselves-from-secondary-trauma/ (visited 16 March 2021).

103 Interview by the author(s) with Interviewee 17, 11 December 2019.

104 Ibid.

105 Ibid.
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Another investigator similarly discussed the sharing and using of explicit

videos of sexual violence as problematic:

The videos from Sri Lanka, I don’t know if you are familiar with these. They were videos

made by members of the perpetrator group. . . . There’s a boatload of evidence. . . . that’s all

over the internet. You can find it quite easily everywhere. Showing mutilated bodies of

female — alleged female fighters, tigers, right? With sticks up their vaginas and there’s

something so heinous about — there’s something just so additionally heinous about using

that video graphic evidence.106

She explained that with such graphic and sexualized footage, ‘You want to

be extremely careful to make 100 percent sure what exactly you’re showing

and what [you are] doing it for because the shock value itself can be very, very

prejudicial [without] other evidence.’107 This point about knowing why one is

using sexual violence information and ensuring it is being used not just ‘be-

cause you can’ has critical ramifications for upholding the open source inves-

tigation principles of dignity and security.

She also framed her considerations in terms of ethics: ‘There’s an ethical

consideration there about the victims. . . . [Y]ou could be using lewd and

horrible, disgraceful pictures of bodies being mutilated and sexually violated

and all of that and you would want to make sure ethically that you need to do

that in order to prove your case.’108 The big takeaway was ultimately to only

use what is absolutely needed to achieve justice.

She gave an example where showing a video raised heightened ethical

concerns that could be similar to showing footage of sexual violence, given

the sensitivity of the material:

I remember the mother of a child who was killed in a sniping incident in Sarajevo. The

defense team put up on the screen . . . the picture of the kid with the head cracked open and

the blood all over. Not that the mother had not seen it before, okay, but they put it up and

it was on the screen in front of the mother. Meanwhile, she’s having heart palpitations. I’m

like, ‘Can you remove this from the screen?’ . . . That was, I think, beyond unethical. That

was like torturing the witness on the stand. You can’t undo that. It’s done. . . . It was at

[her] expense.109

Consent is an especially tricky issue with digital material that’s collected in

the context of a remote investigation. The ubiquity of atrocity-related images

and videos, and the fact that many investigations are undertaken during sit-

uations of ongoing conflict, complicate the securing of consent. Further com-

plications include that many videos and photos posted to social media are

captured by non-professionals who may not be thinking about ethical issues

such as securing consent, and may not be trained to capture visual informa-

tion in a manner as dignified as possible — or given the circumstances, may

not have the luxury to do so, for example if under threat themselves. Open

106 Interview by the author(s) with Interviewee 19, 8 January 2020.

107 Ibid.

108 Ibid.

109 Ibid.
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source investigators need to think how they can get consent to use digital

videos and photos from individuals they cannot identify or locate, or indeed

whether they need to. If locating such individuals is possible, investigators

should consider whether they should contact them and what the inherent

dangers are in doing so both for individuals who may be implicated and for

the investigation as a whole. Investigators also need to consider the use of

such information without consent, including the rights of the individuals por-

trayed in videos and images, some of whom may be deceased, and whether

there are related ethical considerations surrounding the investigator’s position-

ality, power and privilege.110

One longtime investigator especially stressed the intersection between gender

and the need to protect privacy when dealing with sexual violence and the

introduction of digital content in the courtroom.

[P]rivacy is absolutely vital. . . . I’m just really aware that there’s a lot of power to make

certain things visible and other things less visible. That power is entrusted to the investi-

gator, the lawyer, and [it’s] a male-dominated space. [Male investigators] may not have the

same awareness [as some female investigators] of the power that they’re having in terms of

a case.111

Another investigator outlined a set of questions they were grappling with

related to informed consent:

[W]hen I was receiving videos or documents via WhatsApp, people would send it to me,

thinking that they’re sending it just to me, like to me as the person. [But] I represent an

organization. . . . I then have to go back to them to find out like, “[d]o you realize that by

sending this to me there are different [ways] in which this can be used? Can I upload this to

my computer? Can I share this, and in what capacity can I share it?” . . . I have to ask

permission and explain what the possibilities are for using this particular information. Then

have their consent to be either able to share it, or they might say, “[n]o, I just wanted you

to know what’s happening here, but I don’t want it to be shared anywhere.”112

Interviewees highlighted potential complexities surrounding access to social

media and ‘private information’ belonging to non-perpetrator parts of their

network. Questions including whether the investigating entity needs to obtain

permission to use information taken from social media platforms, use digital

techniques to protect identity, contact the individual(s) depicted and how to

keep such information secure and confidential, all comprise legal and ethical

complexities, including concerning consent.

As one investigator explained with regards to using digital information,

Yeah, I don’t even know how to begin that one. I think it’s a real nightmare, because can

you appropriate an image? Are we making assumptions about some things when you’re

appropriating an image of what we see? Should we ethically be in touch with a person

whose image we’re using, appropriating, saying it’s evidence? Or is it background? Or does

110 See also WITNESS, ‘Using Video to Support Accountability for Sexual and Gender-based

Violence Crimes’, in Video as Evidence Guide (2020), supra note 12 (forthcoming 2021).

111 Interview by the author(s) with Interviewee 13, 25 October 2019.

112 Interview by the author(s) with Interviewee 18, 20 December 2019.
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that mean that we just black out their faces? I think there are just so many ethical

questions.113

The confusion extended beyond the parties represented in the videos and

photographs, to the party who posted the information. ‘Whoever loaded them

up — who are they? They’re a witness lead to a certain extent. What did they

not load up? Can they also — do we need their consent to use [the photo or

video]? Or is it now on free space? Or should we go put it more into context

and then need their consent for the other contextualized things that aren’t

there?’114

She continued, noting that intermediaries such as non-profit organizations

sometimes play an intervening role in gathering and storing digital content,

then sharing it with investigators. She underscored the importance of under-

standing how the intermediary secured the digital content and the obligations

and understandings that were part of the process:

[Q]uestions arise as to . . . what information [the intermediary gave to the] victim or the

primary source. What did they tell them the information is being gathered for? Are you

within, you know, your rights to use this information for what you would like to use it for?

How would you go back and obtain consent? Are you even . . . able to trace the information

back to the primary source? Can you rely on a guarantee given by a third party, which says

[the creator has] given their consent for [the information] to be used for . . . whatever

purpose you want to use it for?115

Another investigator concurred about the importance of grappling with con-

sent, how it intersects with cultural norms around sexual violence, and how

that could be frustrating and, at times, disconcerting for an open source in-

vestigator from a northern, western country:

We’d look at [documentation of sexual violence online] and get very angry about it, but it’s

very different on the ground there [than here]. Because of that and because consent is such

a huge part of what we think about here, looking at information and gathering it for

investigative purposes without consent felt invasive, even though when you think about

it, that’s open source in general. . . . Not necessarily specific to sexual violence, but really

anything, and it’s all these thoughts about public property and once information goes out

into the internet, does anyone own it anymore? [The way] I have come to view sexual and

gender-based violence is that consent has already been taken away, you don’t want to take

it away any more. It’s always ‘what does the survivor want,’ and investigating it through

open source, you are getting none of that. And so it felt sort of icky, and you’re like ‘let’s

think about this a little more.’116

Her co-investigator concurred and noted that they faced an ethical dilemma

regarding whether by using digital open source content they were diminishing

or eliminating the survivors’ right to tell their own stories and share their

experiences, especially whilst not having the consent to do so:

113 Interview by the author(s) with Interviewee 20, 15 January 2020.

114 Ibid.

115 Ibid.

116 Interview by the author(s) with Interviewee 22, 3 February 2020.
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[W]hen we . . . gathered all this information, we were sort of coming to conclusions about

[the information] and trying to analyze it, but then it was through our own bias and

through our own lens and then [we put] that out there for the world to . . . know about

what was going on. It’s kind of in our minds like, are we crossing a line? Like, are we taking

away survivors’ and victims’ right to. . . share something that’s so personal when we really

didn’t even have consent in the first place to start taking their personal information and

using it in our investigation?117

She stressed that ultimately the investigators felt worse having the informa-

tion in their possession and not doing anything with it, than sharing it with

the parties that had requested their support with the investigation:

Adding onto [my co-investigator’s] point [what complicates matters is that] so much of the

information that we got wasn’t coming directly from survivors –– it was blown up, multiple

people reposted or tweeted the same thing [and] it was very hard to find the original

content. [Therefore it wasn’t] coming directly from the people that it was happening to.

There were all of these concerns . . . but there was also the huge burden of like not doing

anything at all: if we don’t then who are we as investigators?118

Ultimately, investigators must be clear on legal requirements and obligations

with regards to data collection and use. Once legal obligations are clear,

investigators must adhere to their professional code of ethics and then to

emerging ethical norms related to the use of digital data. However, those

norms are still being developed. In response to that, several interviewees stated

a need for more ethical guidance around the proper handling of digital open

source material — especially that which depicts sexual violence.

4. Conclusion: What Comes Next

Many of the traditional investigators we spoke with — those who rarely use

digital open source information — are afraid that prosecutors and judges will

become accustomed to, or over reliant on, digital evidence, threatening to

resurrect gender tropes such as ‘the unreliable sexual violence witness/victim’,

and discounting investigations that rely primarily on witness testimony —

instead expecting or weighting digital open source content more than other

sources of information.

With this fear in mind, interviewees underscored the importance of ensuring

meaningful participation in the justice process for witnesses and survivors: ‘We

have an ethical obligation to the witnesses to make sure that they have an

opportunity to testify and that their evidence is properly heard . . . and that

they get justice even though . . . there’s no video of them being raped.’119 One

interviewee noted the inherent danger and the possible reinforcement of double

standards when it comes to what evidence will be deemed sufficient for proving

117 Interview by the author(s) with Interviewee 23, 3 February 2020.

118 Interview by the author(s) with Interviewee 22, 3 February 2020. For a counterpoint to the

claim that ‘not acting may be unethical’, see Rahman and Ivens, supra note 26, at 252.

119 Interview by the author(s) with Interviewee 19, 8 January 2020.
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various crimes. ‘[J]udges are going potentially to see . . . [the non-sexual vio-

lence crime] as having been proved, and the [sexual violence crime as] not,

even though there are evidential rules removing the requirement for corrob-

orating evidence of sexual crimes.’120

Another interviewee, while acknowledging witnesses’ well-documented

memory challenges and thus the potential corroborating value of digital infor-

mation, also highlighted the danger of ‘machines replacing people. . . . All of

this [using digital sources] is to try to get around the fact that we don’t believe

the witnesses [be]cause they don’t remember. It’s constant efforts to avoid

witness evidence. It’s [going to] deny justice. [Over reliance on digital sources]

will deny justice to a lot of victims in places where no technology existed.’121

She went on to argue that a case can be prosecuted fairly, and legitimately,

using witness evidence: ‘I don’t feel that there is any injustice done [by relying

on witness testimony]. On the contrary. . . . I think the whole discussion about

discarding witnesses is dangerous. Think of all the different conflicts where

there won’t be any justice.’122

The concern that ‘machines might replace people’ emerged a few times

during our interviews. However, that is relatively low risk, since digital evi-

dence almost always requires witnesses to testify and lay a foundation for

digital content to be introduced in court. Regardless, while those we inter-

viewed varied considerably as to whether they thought the move towards

digital open source investigations was more helpful or hurtful, almost all inter-

viewees acknowledged that digital investigations complicate the already com-

plex ethical issues that emerge when investigating conflict-related sexual

violence. This strongly suggests that organizations should encourage frequent

conversations around ethics, produce ethical guidance and ensure compliance

by their teams.123 If institutional guidance is lacking or investigators are work-

ing as sole practitioners, they should still spend time pre-investigation consid-

ering the myriad ethical issues that might arise and the possible implications of

their actions, and then re-evaluate the ethics of their investigation throughout

the duration.

One investigator underscored the importance of being intentional around

one’s decision-making, especially when there is a lack of formal ethical

guidance:

As long as [the] thought process has been made, I think that whatever decision you get to

is a good decision for you. . . . It’s definitely not black and white. . . . In some situations it

could be that open source is the only way you can prove anything, and this is the only

information you have . . . and so what’s more important is [transparency around] ‘ok this is

what I have, and this is how I’ve thought about . . . these very important ethical issues, and

this is the decision I made [and why].’124

120 Interview by the author(s) with Interviewee 16, 10 December 2019; see also Koenig and

Egan, supra note 23.

121 Interview by the author(s) with Interviewee 19, 8 January 2020.

122 Ibid.

123 Rahman and Ivens, supra note 26, at 254.

124 Interview by the author(s) with Interviewee 22, 3 February 2020.
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While the recently launched Berkeley Protocol provides potentially relevant

ethics guidance focused on protecting the dignity of witnesses and survivors, as

well as ensuring a gender balance with regards to who conducts investigations

and whose harms are investigated,125 additional guidance is urgently needed

— especially as it relates to investigations of sexual violence.

Ultimately, technology has the potential to democratize the flow of informa-

tion and empower those affected by conflict by enabling them to share their

conflict-related narratives to bring attention to what they have suffered and

potentially advance some form of accountability.126 But the use of digital tech-

nology also presents serious issues surrounding the ownership and control of

narratives through the creation, development, ownership and control of those

technologies, which are often designed by westerners and thus can be western-

centric.127 Those who create, control, own and use digital tools may become

an inappropriate arbitrator of the narratives, events, crimes and histories of

those using the technology to document crimes occurring against them. At its

worst, this can create an extractive power dynamic concerning international

criminal justice which could disempower or negate self-determination with

regards to the implementation of local concepts of justice.128 It may also create

a Western-based lens of a conflict and approaches to redress that overshadow

local perspectives and narrative ownership practices.

Thus, it remains critical to ask — especially in sexual violence cases — how

investigators can help empower affected communities and minimize any po-

tential damage they may cause. Flowing from that consideration, we recom-

mend further research into how investigators might better centre the interests

of populations affected by conflict and minimize approaches that perpetuate

outsider-biased narratives when integrating digital open source information

into investigative processes.

As several interviewees underscored, open source investigators and their

investigations must not objectify conflict-affected populations in ways that

serve outsiders to the detriment of those most impacted. One investigator

explained:

If you are not thinking about the affected communities, if you are not centering the voices

of those affected, if you are not centering the voices of survivors and victims’. . . and you are

not treating them . . . like human beings with dignity and personal agency . . . you shouldn’t

be doing this work and it’s sad that you are doing it. [T]here is definitely a small subsection

. . . of international criminal law that objectifies. And I think open source [can be] just

another avenue through which to do that.129

125 Berkeley Protocol, supra note 2, at 15–16.

126 Hamilton, supra note 31, at 21.

127 M. Kwet, ‘Digital Colonialism: US Empire and the New Imperialism in the Global South’, 60(4)

Race and Class (2019) 3–26.

128 D.N. Sharp, ‘Human Rights Fact-Finding and the Reproduction of Hierarchies’, in P. Alston

and S. Knuckey (eds), The Transformation of Human Rights Fact-Finding (Oxford University

Press, 2015) 69–87, at 78.

129 Interview by the author(s) with Interviewee 3, 7 August 2019.
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Effectively and ethically researching sexual violence online requires height-

ened sensitivities to those issues and an expanded set of strategies on the part

of investigators. In order to continue to chip away at a legacy of impunity for

sexual violence, digital open source investigators must continue to refine their

understanding of the diverse ways sexual violence is communicated by perpe-

trators, victims and bystanders — both online and offline — and how the

information those parties share can be used to corroborate or contextualize

the stories of survivors. Simultaneously, gender experts must continue to ex-

pand their awareness of how online content can be used to strengthen and not

diminish victim narratives. To make progress, gender experts, traditional inves-

tigators and digital open source investigators should work together to explore

and refine the ways in which digital information can be respectfully and

powerfully integrated into their workflows to strengthen the quest for

accountability.
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